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Poccum HanpaBnsieT ans  cBedeHuUss pa3paboTaHHble BpemeHHolM Komuccmen CoBeta
depepaymm no pasBUTUIO MHGOPMALMOHHOIO ObLLECTBA METOAMYECKME PEeKOMeHZauuu o
pasmelleHMn Ha MHGOPMALMOHHbLIX CTeHAaX, OodUUMaNbHbIX MHTEPHEeT-calTax U ApYyrux
MHPOPMALMOHHBLIX  pecypcax  obuieobpasoBaTesibHbIX  OpraHu3aumm M  OpraHos,
OCYLLECTB/IAIOLWMX YpaB/ieHne B chepe 0b6pa3oBaHusA, MHGoOpMaLMKM 0 6e30nacHOM NoseaeHUn
W UCNoJib30BaHnM cetn "UHTepHeT".
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MpunoxeHune

METOAWNYECKUE PEKOMEHOALUA
O PASMELWEHNN HA UHOOPMALIMOHHbIX CTEHOAX, O®PULIMAJIbHbBIX
WMHTEPHET-CAUTAX U APYIUX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALMA U OPTAHOB, OCYLLECTBNAIOLLUX
YNPAB/IEHUE B COEPE OBPA30OBAHUA, UH®OPMALIUU O BESOMNMACHOM
NOBEAEHNU N UCNO/TIb3OBAHUU CETU "UHTEPHET"

dKcnepTammM WM yneHamu BpemeHHol Komwuccum Coseta Pegepaumm Mo pPasBUTUIO
MHPOpMaLUMOHHOrO o0bwecTBa B paMKaX BbINOAHEHUS PEKOMEHAAUMA napaaMeHTCKUX
caywaHui  "AKTyanbHble BoONpocbl obecneyeHns 6e30MacHOCTM W pa3BUTUA  aOeTen B
MHbOpPMaLMOHHOM npocTpaHcTee", KoTopble npownu B Cosete Pepepaunn 17 anpena 2017 r.,
6blin pas3paboTaHbl MeToAMYEeCKME PEeKOMEeHZAUMM O pa3MelLleHMM Ha WHGOOPMALMOHHBIX
CcTeHAaX, OOMUMANbHbIX  WHTEpPHeT-camTax W Apyrux  WHOOPMALMOHHBIX  pecypcax
ob6weobpasoBaTeNbHbIX OpraHM3aLMii U OPraHOB, OCYLLECTBAAKOWMX ynpasBneHue B coepe
obpa3oBaHuA, MHPOpMaLUM O HBe3onacHOM MoBeAeHMU U UCNOJSIb30BaHUM cetTn "UHTepHeT"
(manee - meTognyeckne pekomeHaaLmm).

MeToanyeckne pekoMeHZauuu HanpasiaeHbl Ha KayeCTBEHHOEe MOBbilEeHMEe YPOBHSA
MHPOPMALMOHHOM  aesATenbHOCTM  0bweobpas3oBaTeNibHbIX  OpraHM3auMii M OPraHos,
OCYLLECTB/IAOLWMX YrpaBaeHne B chepe 06pa3oBaHus, B 4aCTU MHOOPMUPOBAHUSA YYaLLUXCA, UX
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poauTenen (3aKOHHbIX NpeacTaBuTenen) n negarormyecknx paboTHMKOB 06 OCHOBHbIX acneKTax
nHpopmaLMoHHOMN Be3onacHoOCTH.

MeToguyeckne pekomeHZauumn no3BoAAT 06weobpa3oBaTeNbHbIM OpPraHM3aLuam W
opraHam, OCYLEeCTBAAIOWMM YynpasneHne B chepe 0OPA30BaHWUA, aKTYya/M3MPOBATbL YiKe
MCNosb3yemble W pasmelleHHble MHPOPMALMOHHbIE MaTepuanbl, Tak M NOATOTOBUTb WX B
C/ly4ae UX OTCYTCTBUA C YHETOM YYLINX NPAKTUK U PEKOMEHAALLUNA.

B pamKax meToamMyecknx peKoMeHaaun paccMaTpuMBatoTCA caeayowme MHCTPYMEHTDI:
1. vTHPOpMaLMOHHbIE CTEeHAbI;
2. odMumanbHblie MHTEPHET-PECYPChI;

3. cpeactBa MaccoBon MHGOPMaAUUM (LLIKO/IbHbIE Ta3eTbl, NeJarorMyeckne MUsaaHus U
apyrue).

MH$opMaLMOHHbIe CTeHAbI

Ha nHdopmMaumoHHbIX cTeHAax B 06weobpa3oBaTenbHbIX OPraHM3aumax, PacnooXKeHHbIX
B doie yuperkaeHnit n B KabMHeTax, OCHALWEHHbIX NePCOHANbHbIMM YCTPONCTBAMM A1A BbIXOAA
B ceTb "MHTepHeT", pekomeHAyeTcs pPasMecTUTb MHPOPMALMOHHbIE NAMATKW, coAeprKalime
OCHOBHble coBeTbl N0 obecnevyeHnto MHGOPMALMOHHOM 6E30NaCHOCTM yYaLLMXCA.

B npunoxkeHnn N 1 K METOANYECKMM PEKOMEHAAUMAM NpeacTassieH obpasel, NamsTKu
ONs pasmelLeHns Ha MHPOPMALIMOHHbIX CTEHAAX.

CpeactBa maccoBoi MHPopmauum

B cpeactBax maccoBo  MHOOPMaUWMKM, OPMEHTUPOBAHHbLIX Ha  0bydyatowmxcs,
pekomeHayeTcs B TeyeHWe Yy4yebHOro roga perynapHo nybauMkoBatb WMHGOPMALMOHHbIE
MaTepwuanbl, NOCBALWEHHbIE OTAENbHbIM acnekTam UHPOPMaLMOHHON H6e30NacHOCTM, a TaKkKe
pas/inyHble NaMATKM 0bLLEro XxapakTepa.

B cpeactBax maccoBoit  MHPOpPMALUKM, OPUEHTUPOBAHHbLIX HA MNeAarormyeckyro
06LLLEeCTBEHHOCTb, PEKOMEHAYETCA B TEYEHWE KaneHAapHOro roga perynsapHo nybnvkosaTb
MHPOPMALMOHHbIE MaTepuasbl, MOCBALLEHHbIE OTAENbHbIM acnekTam MHGOPMaALMOHHOM
6€30MacHOCTM KaK HECOBEPLUEHHOIETHUX, TaK M 0bWw,eobpa3oBaTeIbHbIX OPraHM3aLNN, a TaKkKe
pas/inyHble MaMATKW, 0630pbl HOPMATMBHO-NPABOBOIrO PEryanMpoBaHUA AaHHOU cdepbl U
MHPOPMALMIO O aKTyaNbHbIX MEPOMNPUATUAX U CODbITUAX B AaHHOM cdhepe.

B xoae nposeseHuna EgmMHoro ypoka no 6esonacHoctu B cetn "MIHTepHeT" pekomeHayeTcs
obecneunTb BbINYCK TEMATMYECKOro BbIMyCcKa cpeacTtBa maccoBon MHpopmaumm nmbo cepum
nybanKaumn, cpeamn KoTopbIX PacCMOTPETb OPraHNM30BaHHbIE MEPONPUATUA ANA 0byYaloLwmxcs,
nx poauTenen (3aKoHHbIX NpeacTaBuUTeNei) u negarornyeckon obLecTBeHHOCTM.

OduumanbHble MHTEpHET-pecypcbl
ObuweobpaszoBaTeibHbIM OpraHM3aUMAM PEKOMEHAYeTcA Ha CBOMX OdMUMANbHbIX

NHTepHeT-pecypcax obecneunTb bYHKUMOHUPOBaHUE CaMOCTOAITE/IbHOTO n
cneuMannsmpoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHocTb", B pamKax KoToporo
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npeaycMoTpeTb pasmelleHne cneaytoein nHpopmaumm:

Pasgen/nogpasgen

dopmart
npeacTaBieHns
MaTepunanos

Coanep»aHne matepmanos

JlokanbHble
HOPMAaTUBHbIE aKTbl
B chepe
obecneyeHun
NHPOPMALNOHHOMN
6e3onacHocTH
obyuatowmxcs

Konun goKymeHTOB B
¢dopmarte *PDF

PasmeluatoTca KONMK OKYMEHTOB, T.€.
CKAHWPOBAHHbI BApUaAHT LOKYMEHTA,
COOTBETCTBYOLWNIN TpebOoBaHMAM K
napameTpam CKaHMPOBaHMUS.
PasmeluatoTca AOKYMEHTDI,
periaMmeHTUpPYoLLME OPraHN3aLUIO U
paboTy c NepcoHaibHbIMM AaHHbIMW,
NAaHbl MeponpuATUN No obecneyeHunto
MHbOpPMaUMOHHON Be3onacHOCTH
obyuatowmxca u gapyrue.

HopmaTtunsHoe
perynuposaHue

Konun goKymeHTOB B
dopmarte *PDF

My6AnKyOTCA aKTyasibHble CBEAEHUS O
denepanbHbIX U PErMOHaNbHbIX
3aKOHaXx, MMCbMax OPraHoB B/1IacTU U
Apyrne HopMaTUBHO-MPABOBbIE
AOKYMEHTbI, PErNameHTupytowme
obecneyeHme MHGOPMALUMOHHOM
6€e30MacHOCTN HEeCOBEPLLEHHONETHMX.
JonycKkaeTca BMecTo Konuim
pa3MeLLaTb rMnepccbiIKK Ha
COOTBETCTBYIOWME AOKYMEHTbI Ha
caliTax OpraHoB rocygapCTBeHHOM
BNACTW.

Meparornyeckum
paboTHUKam

TeKCT Ha cTpaHuue
canTa

Konun foKymMeHTOB B
dopmarte *PDF

PasmeluatoTca meTogmyeckme
PEKOMEeHAALMN 1 YKa3blBaeTcs
MHPOPMaLUA O MepPoNnpPUATUAX,
NPOEKTax 1 Nporpammax,
HanpaB/IEHHbIX Ha MOBbILIEHME
MHPOPMALMOHHOM rPamMoTHOCTHU
nesarormyecknx paboTHMKOB.

Ob6yuvatowmmcesn

TeKCT Ha cTpaHuue
canTa

PasmewaeTtcs HGopMaLMOHHas
namsaTKa (npunoxkexHme N 2) u
yKasblBaeTca nHbopmauma o
MEPONPUATUAX, NPOEKTaX U
nporpammax, HanpaBAeHHbIX Ha
noBblweHne NHPopMaLMOHHOM
rPamoTHOCTM 0byyatoLLmxca.

Poautenam
(3aKOHHbIM
npeacraBuTensam)
obyuatowmxcs

TeKCT Ha cTpaHuue
canTa

Pasmeluaetca MHGopMaLMOHHanA
namsaTKa (npunoxkenue N 3).




6. |[eTtckune TeKCT Ha cTpaHuue Pasmewaetca nHbopmaums o
H6e3onacHble cCanTbl | canTa pPeKOMeEHAYEMBbIX K UCMO/Ib30BAHUIO B
y4yebHoM npouecce 6e30nacHbIX
caiTax, 6aHHepbl 6e30MacHbIX AETCKUX
CanToB.

OpraHam, ocyuwecTBasAloWwMM ynpasneHne B cdepe 06pa3oBaHMA, PEKOMEHAYETCA Ha
cBoux oduLManbHbIX MHTepHeT-pecypcax obecneunTtb GpyHKLMOHUPOBAHUE CAMOCTOATENbHOIO
M cneumanusmpoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHocTb", B pamkax KOTOPOro
npeaycMoTpeTb pasmelleHue cneaytowen MHGopmaunm:

MpunoxkeHne N 1

NAMATKA
ANA OBYYAIOLMXCA OB UHEOPMALMOHHOM BE3ONACHOCTU AETEN

HE/1b3A

1. Bcem noapsg coobuwaTb CBOK 4YacTHYO MHPopmauuio (HacToAwme umsa, damunuio,
TenedoH, agpec, HOMep LWKO/Ibl, a TakKe poTorpadum cBou, CBOEN CEMbM U Apy3elt);

2. OTKpbIBATb BAOXKEHHbIE Qalinbl 3/IEKTPOHHOM NOYTbI, KOrA4a He 3Haelb OTNPABUTENS;
3. TpybuTb, NpUaMpPaThCA, OKasbiBaTb AaBAEHUE - BECTU ceba HEBEKNNBO U arpPeCcCUBHO;

4. He pacnops»kanca neHbramu TBOeM cembu 6e3 paspelleHMa CcTapwux - BCeEraa
cnpawmsam pogutenei;

5. He BcTpeuaiicA ¢ MHTepHET-3HAaKOMbIMW B pPeanbHOM XWU3HW - MOCOBETYMCA CO
B3POC/IbIM, KOTOPOMY A0BepsAeLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. YuTaewsb o cebe Henpasay B MHTepHeTe - cooblum 06 3TOM
CBOMM POAUTENAM UM ONEKYHAM;

2. NpurnawatoT NepenuncbiBaTbCs, UrPaTb, 06MEHMBATLCA - NPOBEPb, HET IN NOABOXA;
3. He3akoHHOe KonupoBaHue ¢palinos B UHTEpPHETE - BOPOBCTBO;
4. Bcerpa paccKasbiBaii B3poc/ibiM 0 Npobiemax B CETU - OHU BCEraa nomoryT;

5. WNcnonb3yih HacTpoilkm 6e3onacHOCTM M NPUBATHOCTM, 4YTOOblI He MNOTEPSTb CBOM
aKKayHTbl B COLCETAX U APYrnxX nopTanax.

MOXHO



1. YBarkan apyrnx nonb3oBatenemn;
2. Nonb3yewbcs MHTEPHET-UCTOYHUKOM - AEeNal CCbI/IKY HA HEro;
3. OTKpbIBaM TONBbKO Te CCbIJIKK, B KOTOPbIX YBEPEH;

4. O6bwaTtbcs 3a MOMOLLbIO B3POC/AbIM - POAUTENIN, ONEKYHbl U aAMUHUCTPALNA CalNTOB
BCErga NomoryT;

5. Mpongm obyyeHune Ha caiiTe "CeTeBMYOK" M Noayum nacnopT umMdpoBOro rpaxkaaHunHal

Mpunoxenune N 2

NMHOOPMALUUOHHAA NAMATKA
ANA ObYYHAIOLLMUXCA ANA PASMELLEHUA
HA OPUUUANBHBIX NHTEPHET-PECYPCAX

C KaXKablM roOM MOJIOAEXM B MHTEpPHETE CTaHOBUTLCA BONbLUE, @ LWKOAbHUKA OAHU U3
CaMbIX aKTMBHbIX NoOAb3oBaTenelt PyHeTa. Mexay Tem, NMOMMMO OFPOMHOIO KO/MYecTBa
BO3MOXHOCTEN, UHTEPHET HeceT U npobaembl. ITa NamATKa A0AXKHa Nomodb Tebe 6e3onacHo
HaxoAUTbCA B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrPaMm, OTANYUTENbHOMN
0COBEHHOCTBIO KOTOPOM fBAAETCA CMOCOBHOCTb K PasMHOMEHWI0. B AoMonHeHue K aTomy,
BMPYCbl MOFYyT MOBPeAMTb WAW TMONHOCTbIO YHUYTOXUTb Bce dalibl U AaHHble,
NOAKOHTPO/IbHbIE MONb30BATEN0, OT WMMEHM KoToporo Oblna 3anyuweHa 3apakeHHas
nporpamma, a TaKXe NOoBPeAuTb WU [axKe YHUUTOXUTb OMNepalMOHHYID CUCTEMY CO BCEMU
darinamum B Luenom. B 6onblIMHCTBE C/lyYaeB pacnpoCTPaHAOTCS BUPYCbl YEpPE3 MHTEPHET.

MeToabl 3aWnTbl OT BPEOOHOCHbIX NpOorpamm:

1. Ucnonb3yit coBpeMeHHble OnepaLMOHHbIe CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alLMTbI OT BPEAOHOCHbIX MPOrpamm;

2. locTosiHHO ycTaHaBAMBal NadTM (UMdpoBble 3annaTkuM, KOTOpble aBTOMATUYECKU
YyCTaHaB/NMBAOTCA C Uenblo [0paboTKM nporpammbl) M ApyrMe OOHOBNEHUs  CBOEM
onepayuoHHOM cucTembl. CKaumBali UX TONbKO C opULUManbHOro caita paspabortumka OC. Ecam
CYLLECTBYET PEXMUM aBTOMATUYECKOro 0BHOBNEHMSA, BK/IIOUYM €rO;

3. PaboTait Ha cBOeM KOoMMbtoTepe NoZ npaBaMu Nosib30BaTeNsa, a He agMUHUCTPaTopa.
3TO0 He nOo3BOAUT BO/bLIMHCTBY BPEAOHOCHbIX MPOrPaMM WHCTAaNMPOBATLCA HA TBOEM
NepcoHaIbHOM KOMMbIOTEpE;

4. Vicnonb3yit aHTUBUPYCHblE MPOrpammHble NPOAYKTbl M3BECTHbIX NpousBoauTenen, ¢
aBTOMaTMYecKkMm obHoBneHnem bas;



5. OrpaHuyb GU3MYECKMIA AOCTYN K KOMNbIOTEPY AN MOCTOPOHHUX NINLL;

6. Mcnonb3yn BHewWHUe HocuTenm MHGopmaumn, Takne Kak ¢paelka, AUcK unm dann ums
WMHTEPHETA, TONIbKO U3 MPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBait KOMNblOTEPHbIE Pali/ibl, MONYYEHHbIE U3 HEHAAEKHbIX UCTOYHMKOB. [axe
Te paiinbl, KOTopble NpUCcaan TBON 3HAKOMbIN. Jlyylue YyTOYHW Yy HEro, OTNPAaBAAA N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BMA, Nepeaaym AaHHbIX, HE TEXHONOIMA, @ BCEro AnwWb bpeHa, mapka. Ewe B
1991 rogy HuAaepnaHAcKaa KomnaHua 3apeructpuposana bpeHg "WECA", yto obo3Hayano
cnoBocoyeTaHue "Wireless Fidelity", KoTopblit nepeBogmMTCca Kak "becnpoBogHas TOYHOCTb'.

[o Hawero BpemeHM pgowna apyraa abbpesmaTypa, KOTOpas ABAAETCA TAKOM e
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3zBaHMe OblI0 A4@HO C HAMEKOM Ha CTaHAapT
BbiCLIEN 3BYKOBOM TeXHUKK Hi-Fi, yTo B nepeBoae 03Ha4vaeT "BblCOKasA TOYHOCTb".

[a, 6ecnnaTtHblA MHTEPHET-40CTYN B Kade, OTeNAX WU asponopTtax SBAAETCA OT/AMYHOMU
BO3MOHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe aKcnepTbl CYMTALOT, YTo 0b6LeaocTynHble Wi-Fi
CeTN He ABNAIOTCA 6e30nacHbIMM.

CoBeTbl Mo be3onacHocTM paboTbl B 06weaocTynHbix cetax Wi-fi:

1. He nepepaBait cBoto NnYHyto nHbopmauuio yepes obuiegoctynHbie Wi-Fi cetn. PaboTtan
B HUX, Xe/aTe/lbHO He BBOAWUTb Napo/iM AOCTYNa, N0TUHbI M KaKMe-To HoMepa;

2. Ucnonb3yih n 0b6HOBAAN aHTUBUPYCHbIE NMporpammbl U BpaHamayep. Tem cambiM Tbl
obe3onacuib cebs OT 3aKauyku BUPYCa Ha TBOE YCTPOMCTBO;

3. Mpu wncnonb3zoBaHun Wi-Fi oTkaoum o¢yHkuymio "Obwmin goctyn K dannam u
npuHTepam". JaHHaa ¢GyHKUMA 3aKpbITa NO YMONYAHMIO, OAHAKO HEKOTOpble M0/b30BaTeNM
aKTUMBUPYIOT ee gns yao6CcTBa NCNOb30BaHMA B paboTe nnm yyebe;

4. He wvcnonb3ynt nybamuHbii WI-FI ana nepenayn AW4YHbIX AaHHbLIX, Hanpumep Ans
BbIXOZa B COLMANbHbIE CETU UMM B SNEKTPOHHYIO MOYTY;

5. Wcnonb3yin ToNbKO 3almuieHHoe coeguHeHue depe3d HTTPS, a He HTTP, T.e. npu
Habope Beb6-aapeca BBoam umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAOUM PyHKUMO "lMoakntoveHmne K Wi-Fi aBTomaTtmyecku".
He gonyckai aBToMaTU4ecKoro NoAKAoYeHUs ycTpoicTea K cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B Hallly }KU3Hb, MHOTUE NI0AN PaboTaloT 1 KUBYT Tam
nocTosiHHO, a B Facebook y»ke 3apeructpupoBaH MUAAMApPA, YeNoBeK, YTO ABNAETCA OAHOWM
cebMOl BCEX uUTesieh nnaHetbl. MHOrMe nosb3oBaTenM He MOHMMAIOT, YTO MHPOopMaLuUs,
pasmelleHHaa UMUK B COLIMANbHbIX CETSX, MOMKET ObiTb HaliAeHa U UCNO/Ib30BaHa KemM yrogHo, B
TOM yncne He 06a3aTenbHO ¢ 61arMMM HaMepPEHUAMM.

OcHoBHble coBeTbl No 6e3onacHoOCTM B COLManbHbIX CETAX!



1. OrpaHumyb cnucok apysein. Y Tebs B Apy3bAX He AO0MKHO ObiTb CAyvalHbIX WM
He3HaKOMbIX Ntogei;

2. 3aWMLLal CBOK YACTHYHO KM3Hb. He yKasbiBalt naposu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA U APYrYI0 NUYHYI0O MHPOPMALMIO. 3N10YMbILWNEHHUKM MOTYT MCMNO/b30BaTb AarKe
MHPOPMaLMIO O TOM, KaK Tbl M TBOM POAUTENM NAAHMPYETE NPOBECTU KAHUKYbI;

3. 3aWwmuwar CBOK penyTaumio - AepXKn ee B YMCTOTE U 3agaBant cebe Bonpoc: xoTen 6bl
Tbl, YTOBbI Apyrne Nosb3oBaTeNU BUAEAM, YTO Tbl 3arpyr*Kaewsb? Mogymal, npexae 4Yem 4yto-To
ony6/MKOBaTb, HaNMCcaTb U 3arpy3nTb;

4. Echv Tbl FOBOPULLb C NHOAbMM, KOTOPbIX HE 3HAELb, HE UCMOb3yiN CBOE peasibHOe UMA
N APYTYHO INYHYIO MHPOPMALMK: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U NpoYee;

5. U3beraii pasmeueHuna dotorpaduii B IHTEpHeTe, rae Tbl MU306parkeH Ha MeCcTHOCTH, Mo
KOTOPOI MOYKHO ONpeaeiuTb TBOE MECTOMOJIOMKEHME;

6. Mpu perucTpauumn B coumanbHOM CeTU HEOBXOAMMO MCMONb30BaTb C/IOXKHbIE MAPOAH,
cocTosAwme 13 ByKB 1 UMdP U C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOM CeTu, MoyTbl U APYrMX CanToB HEOBXOAMMO WMCMNO/Ab30BaTb pPasHble
naponu. Torga ecnv Tebsa B3NOMatOT, TO 3/10YMbILUNEHHUKM NOYyYaT AOCTYN TONbKO K O4HOMY
MecCTy, a He BO Bce cpasy.

3119KTp0HHbIe AEHbrun

3J'IeKTpOHHbIe AeHbrM - 3TO OYeHb y,EI,O6HbIVI cnocob rmaTe»(eﬁ, OA4HAKO CYLWeCTBYHOT
MOLWEHHUKN, KOTOPbIE XOTAT NONYYUTb 3TU AEHbLIU.

3J'IEKTpOHHb|e AeHbrn noAsuaInCb coBcem HeAaBHO U MMEHHO WU3-3a 3TON0 BO MHOTIUX
rocygapcreax 40 CUX NOP HeE NPONNUCAaHO NPO HNUX B 3aKOHaX.

B Poccum ke oHM QYHKUMOHUPYIOT M O HUX Y»Ke NMPOMNUCAHO B 3aKOHe, rae UX pasaenstoT
Ha HECKO/IbKO BMAOB - aHOHUMHbIE U HE aHOHMMHbIE. Pa3sHMLA B TOM, 4TO aHOHUMHbIE - 3TO Te,
B KOTOPbIX pa3pellaeTca MNpoBoAMTb onepauun 6e3 uaeHTMPMKauMM NoNb30BaTeNs, a B
HEAaHOHUMHbIX NAEHTUDUKALMA NONb30BaTENA ABNAETCA 06A3aTeIbHOMN.

TaKxe cnefyeT pasnnyaTth 3/EKTPOHHble ¢uaTHble AeHbrn (pPaBHbl rOCyAapCTBEHHbIM
Ba/IlOTAaM) U 3/1EKTPOHHbIe HeduaTHble AeHbrM (He paBHbI FOCYAapPCTBEHHbIM BaloTam).

OcHoBHble coBeTbl No 6e3onacHom pa60Te C 9NEKTPOHHbIMU OAEeHbramu:

1. MpuBsixkN K cyeTy MOBUNbHLIN TenedoH. ITO camMblil YAOOHbIA M BbICTPbIN cnocob
BOCCTAHOBUTb A0CTyn K cyeTy. [puBA3aHHbIM TenedoH MNOMOXKET, ecnn 3abyaellb CBOM
NAaTeXHbIA NAapPOab UAM 3aiA€ELlb HA CAaT C HE3HAKOMOIO YCTPOMCTBA;

2. Ucnonb3yit ogHopasoBble Napoaun. [locie nepexoaa Ha yCUNEHHYIO aBTopu3aumio Tebe
yKe He ByaeT yrpoXKaTb ONacHOCTb KPaXKM UM NepexsaTa NaaTexXHoro napons;

3. Bblbepu cnoxHbi Nnaponb. MpectynHMKkam 6yaet He NPOCTO yrafaTb C/IOXKHbIM Napoib.
HagexHble Napoau - 3To Napoau, KOTOpble COAEPKAT HE MeHee 8 3HAaKOB M BK/OYAlOT B cebA
CTPOYHbIE W NPOMNUCHble GYKBbI, LMPPbI M HECKONbKO CMMBOJIOB, TaKME KaK 3HaK [0/1/1apa,



dyHTa, BOCKNIMLATENbHbIN 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM JINYHbIE AaHHblEe HA caﬁTax, KOTOPbIM HE JoBepAeELlb.
3J'IEKTpOHHaF| noyTta

DNIeKTPOHHasA noyTta - 3TO TeXHOJIorMA M NpeaocTaB/iAeMble el YCyrM no nepecbiike u
MOJIYYEHUIO 3/IEKTPOHHbIX COOOLEHMI, KOTOpble pacnpesenatoTca B KOMMbIOTEPHOM CeTw.
Ob6blyHO 3/IEKTPOHHDbI NOYTOBbIM AWMK BbIrNA4UT cneayowmm obpasom:
UMA_NONb30BaTENA@UMS_IOMEHa. TaKXe Kpome MnepedayM npocToro TEeKCTa, MMeeTcs
BO3MOXHOCTb NepeaaBatb paisbl.

OcHoBHble coBeTbl N0 6e30nacHoM paboTe ¢ 3/1eKTPOHHOM MNOYTON:

1. Hapo BblbpaTb MpPaBUAbHbIN NOYTOBbIM CepBUC. B MHTepHeTe ecTb OrpOMHbIN BbibGOp
6ecnnaTHbIX NMOYTOBbLIX CEPBMUCOB, OAHAKO /lydlle AOBEPATb TEM, KOr0 3HaeLWb U KTO NepBbIi B
penTuHre;

2. He ykasbiBalt B /IMYHOW MoyTe JINYHYIO MHPopmauuto. Hanpumep, nydlie Bbib6paTthb
"My3bIKanbHbIK_paHaTt@" nnm "pok2013" emecto "temal3d”;

3. Wcnonb3yit gByxaTanHyto aBToOpM3aumto. 3TO Korga NOMMMO NAPOAA HYXXHO BBOAMUTL
KoZ, npucblnaembin no SMS;

4. Bbibepu cnoxHbIM Naposb. [NA Kaxgoro no4YTOBOrO AWMKA AO/KeH ObiTb cBOM
HageXHbIN, YCTOMYMBbLIM K B3/IOMY NapPOb;

5. EcAn ecTb BO3MOXHOCTb HanucaTb Camomy CBOM /INYHbBIN BOMpPOC, VICI'IOI'IbSYVI 3Ty
BO3MOXHOCTb,

6. Wcnonb3ylh HECKONbKO MOYTOBbIX ALWMKOB. [lepBbll ANA 4acCTHOM Nepenuckn C
afipecatamu, KOTOPbIM Tbl AOBepAellb. ITO 3NEKTPOHHbIN agpec He HaZo MCMONb30BaTb NpU
peructpaumm Ha ¢opymax u camTax;

7. He oTKpbiBait halinibl U Apyrue BAOXKEHMA B MUCbMaX, aXKe €C/1M OHU MPULLIIU OT TBOUX
Apy3en. Jlydylie yTO4HWU Yy HUX, OTNPaBAAAN N OHU Tebe 3Tu dalinbl;

8. Mocne oKoOHYaHUA PaboTbl HAa MOYTOBOM CEPBUCE Mepes 3aKPbITUEM BKNAAKM C CAUTOM
He 3abyab HaxkaTb Ha "Bbintn".

KnbepbynnuHr unm supTyanbHoe n3geBaTenbCcrso

KnubepbynnmHr - npecnegoBaHue COOOWEHUAMMU, COAEPKALLIMMW  OCKOPBAEHMUS,
arpeccuio, 3anyrmMBaHue; XyaUMraHcTeo; coluanbHoe BOMKOTUPOBAHME C MOMOLLbIO Pa3/IMYHbIX
NHTEPHET-CEepPBUCOB.

OcHOoBHble coBeTbl N0 bopbbe ¢ KNbepbynAnHrom:

1. He 6pocaiica B 60i1. Jlyywmnii cnocob: NocoBeTOBaTbCS KaK cebs BECTU U, eCK HET TOro,
K KOMY MOXHO 06patutbcA, TO BHayane ycnokoutbcA. Ecan Tbl HayHewb oOTBe4vaTb
ockopbaeHMAMM Ha OCKOPBAEHMA, TO TO/IbKO eLe Ho/blue PA30oXKKeLb KOHONKT;



2. Ynpasnai ceoen KnbeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHMMaA. CyLLLeCTByI-OT cnocob6bl BbIACHUTb, KTO CTOUT 34
AdHOHUMHbIM aKKayHTOM;

4. He cTOUT BECTM Xy/JIUTaHCKMI 06pas BMPTyasbHOM XKM3HWU. NIHTepHeT PuKcupyeT Bce
TBOM AENCTBUA N COXPAHAET UX. YanuTb ux byaeT KpaHe 3aTpyAHUTENbHO;

5. Cobntogaii cBOK BUPTYasIbHYHO YECTb CMOJIOAY;

6. UrHopupyh egmMHUYHbBIN HeraTue. OQHOPa30Bble OCKOPOUTENbHbIE COObLEHMA Nydlle
urHopmpoBaTtb. ObbI4HO arpeccus NpeKpalLaeTca Ha HayanbHOM CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHUAMMN, B COLMABHbBIX
CeTAX ecTb BO3MOKHOCTb 6/IOKMPOBKM OTMNPAaBKM COOBLLEHUI C ONPeAeneHHbIX aApecos;

8. Ecnam  Tbl  cBuaetenb KubepbynnuHra. TsBouM OeNcTBUA:  BbICTYNMUTb MPOTUB
npecnenosaTtenia, MoKasaTb emy, YTO ero AencTBMA OLEHMBAOTCA HEeraTMBHO, Moagep:KaTb
KEpTBY, KOTOPOM HY)KHA TNCUXOJIOTMYECKAs MOMOLLb, COOBWMTb B3POC/AbIM O daKTe
arpeccMBHOro NOBEeAEHMUA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble CMapTdOHbI M MNAAHWETbl cogep)kaT B cebe BMONHE B3POCAbIN
OYHKUMOHAN, M Tenepb OHW MOTYT KOHKYpMpPOBaTb CO CTALUMOHAPHBIMWU KOMMbIOTEPAMM.
OfHaKo, cpeacTB 3alnTbl g5 NOAOOHbIX YCTPOUCTB MOKa O4YeHb Masno. TecTMpoBaHME U NOUCK
YA3BMMOCTEN B HUX NMPOMUCXOAMT HE TaK MHTEHCMBHO, Kak anaa MK, To e camoe Kacaetca u
MOBUNBHBIX MPUNOKEHNN.

CoBpemeHHble MOBbUIbHble Bpay3epbl yXKe MPaKTUYECKM AOFHA/NM HACTONIbHbIE aHanory,
O4HAKO paclmpeHne ¢yHKUMOHaNA BaeYyeT 3a CoboW OONbLIYD CAOKHOCTD M MEHbLUYHO
3aLUMLLEHHOCTD.

[laneko He BCe NPOM3BOAMTENMN BbIMYCKAOT OOGHOBNEHUSA, 3aKPbIBAlOLWLME KPUTUYECKUE
YA3BMMOCTM A1 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl 4iA 6e3onacHOCTU MOBUABHOTO Tel'led)OHaZ

Huuyero He sBnsetcA no-HactoAwemy 6ecnnaTHbiM. Bbyab oCTOpoKeH, BeAb Korga Tebe
npeagnaratoT 6ecnNaTHbIM KOHTEHT, B HEM MOTYT BbITb CKPbITbl KaKMe-TO NAaTHble YCAYTu;

dymaii, npexae yem otnpasutb SMS, doTo nan suaeo. Tbl TOYHO 3HAELWDb, FAE OHKU byayT
B KOHEYHOM uTOTE?

HeobxoamMmo 06HOBNATbL ONEepPaLNOHHYO CMCTEMY TBOEro cMapTdhOoHa;
Ncnonb3yih aHTUBUPYCHblE NPOrpammbl 418 MOOUIbHbIX TeNedOoHOB;

He 3arpykalh nNpunoXKeHuUAa OT HEU3BECTHOrO WMCTOYHMKA, BeAb OHM MOFYT COAEpPXKaTb
BPeA0HOCHOE NporpaMmmHoe obecrneyeHue;

Mocne Toro Kak Tbl BblAAeWb C CaiTa, rae BBOAWA NIMYHYIO WMHOOPMaLMIO, 3akan B
HacTponKn bpaysepa n yganu cookies;



Nepuoanyecku nposepm‘i, Kakune nnatHble YCNyrn aktTuBnpoBaHbl Ha TBOEM HOMEPE,;

LI,aBaﬁ CBOM HOMeEpP MOBUNBHOTO Tefled)OHa TOZIbKO NH0OAAM, KOTOPbLIX Tbl 3HaelWb U KOMY
AosepAellb,

Bluetooth gonkeH 6bITb BbIKAOYEH, KOrAa Tbl UM He Nosib3yellbcsa. He 3abbiBalit MHoraa
npoBepATb 3TO.

Online urpol

CoBpeMeHHble OHMAMH-UrPbl - 3TO KpacoyHble, 3axBaTbiBalOWME pPa3B/JeYEHUA,
06begMHAOWME COTHU ThICAY YE/I0BEK MO BCEMY MUPY. NrpoKK mMccneaytoT AaHHbIN UM MUp,
06LWaloTCA APYr C 4PYrom, BbIMOAHAKT 334aHUSA, CPAXKAKOTCA C MOHCTPAMM M NOAYYatoT ONbIT. 3a
YA0BONLCTBME OHWU NAATAT: NOKYNaloT AUCK, ONIa4MBalOT aboHEMEHT UM NpMobpeTaloT Kakue-
TO Onumu.

Bce 3TM cpeacTBa vAyT Ha noadep’kaHUMe W pas3BUTME WIPbl, a TaKXKe Ha camy
6€e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbl aBTOPM3aLMW, BbINYCKAOTCA HOBble NaTyM
(undposblie 3annaTKM Aas NPOrpPamMmm), 3aKpbIBAKOTCS YA3SBMMOCTU CEPBEPOB.

B I'IO,£|,06HbIX Urpax CToOMUT onacaTbCA He CTOJZIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu
TBOEro napo/sda, Ha KOTOPOm OCHOBaAHa CUCTEéMa aBTOpPU3aLunmn 60NbWNHCTBA nurp.

OcHOBHble coBeTbl N0 6e30MacHOCTM TBOErO NUTPOBOIr0 aKKayHTa:

1. Ecam ppyrot urpok Bedet cebs nioxo Man cosgaeT Tebe HenpuUATHOCTU, 3abJIOKMpYA
€ro B CNUCKe UTPOKOB;

2. Moxanyicsa aAMUHUCTPATOPaM Mrpbl Ha NJ1I0X0e NOBeAEeHWe 3TOro UrPoKa, KenaTesbHo
NPUNOXKNUTbL KaKMe-TO A0Ka3aTeNbCTBA B BUAE CKPUHOB;

3. He yKasbiBan MYHYO MHPopMaLmio B npodaiae urpbl;
4. YBarkall APYrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnAuBal HeoduLUMaNbHbIE NATYM U MOAbI;

6. Mcnonb3yit cnoKHble U pa3Hble Napou;

7. [daxe BO Bpems MUrpbl He CTOMT OTK/AOYaTb aHTMBMPYC. MOKa Tbl WUrpaelb, TBOWM
KOMMNbOTEP MOTYT 33apasuTb.

OUWIKNHT naun KpaXXa IMYHbIX AaHHDbIX

Ob6bI4HOM Kpaskel JeHer M [OKYMEHTOB CerofHA Y»Ke HUKOro He YAUBUILb, HO C
pPa3BUTUEM UHTEPHET-TEXHONOTUIA  3/I0YMbILUNEHHUKN MEPeMeCcTUIMCb B  UHTEPHET, MU
NPOAO/IXKAIOT 3aHMMATbLCA "'lobMumbIM" aenom.

Tak nosiBMNacb HOBas yrpo3a: MHTEPHET-MOLUEHHUYECTBA MAM GULLMHL, TNaBHas Uenb
KOTOPOro COCTOWUT B MONYYEHUN KOHPUAEHUMANbHbLIX AAHHbLIX MNOJb30BaTeNeil - NOTMHOB U
naponei. Ha aHrnuiickom asvike phishing untaetca kak ¢uwwmHr (ot fishing - pbibHas nosns,
password - naponb).



OcHoBHble coBeTbl No 6opbbe ¢ PULIMHIOM:

1. Cnegm 3a cBOUM dKKayHTOM. Ecnu Tbl nogo3pesaellb, YTO TBOA aHKETA 6bina B3/10MaHa,
TO HeO6XO,CI,MMO 3a6I'IOKMpOBaTb ee un COO6LLI,MTb AAMUHUCTPATOPam pecypca 06 3TOM KaK
MOXHO CKOpeeE,

2. Ucnonb3yit besonacHble Beb-CaiTbl, B TOM YMCNE, MHTEPHET-MarasmMHOB U MOUCKOBbIX
cucTem;

3. Ncnonb3yi cnokHble U pasHble napoan. Takmum obpasom, ecnm Tebs B3nomaloT, TO
3/10YMbILWIEHHWUKM NOyYaT JOCTYN TONbKO K OA4HOMY TBOEMY NPOPUIIIO B CETH, @ HE KO BCEM;

4. Ecnn Teba B3nOManu, ToO HeEOb6XoAMMO NpeaynpPeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nob6aBneHbl y Tebs B Apy3bax, 0 TOM, 4TO Tebsi B3NOMaNM 1, BO3SMOXKHO, OT TBOEro UMeHU byaeT
paccblNaTbCA CNam U CCbIIKM Ha GULLIMHIOBbIE CalTbI;

5. YcTaHOBM HageHbI naponb (PIN) Ha MobunbHbIV TenedoH;
6. OTK/IIOYM coXpaHeHWe napons B bpaysepe;

7. He oTKpbIBait daiinibl U Apyrue BAOXKEHUA B MMCbMaX, AaXKe eC/IM OHU NPULWAN OT TBOUX
apy3en. Jlydwe yTouHM Yy HUX, OTNPaBAAAN N OoHW Tebe 3Tu dalinbl.

Uundposasa penyrauusa

Undposasa penytauma - 3To HeraTMBHaA MAW NO3UTMBHAA MHPopmauma B ceTn o Tebe.
KomnpomeTtupytowaa nHbopmaLma, pasmeLLeHHaa B MHTEPHETE, MOXET Cepbe3HbIM 0bpasom
OTPasnTbCA Ha TBOEW peanbHOM *KuU3HU. "LUndposaa penytauma” - 3To TBOM MMUAK, KOTOPbIN
dbopmupyeTca ns MHbopmaLmnm o Tebe B UHTEPHETE.

TBOE MecCTO KUTEeNbCTBa, y‘-le6bl, TBOE (I)VIHaHCOBOG nonoxeHue, ocobeHHOoCTH XapaKTepa
M pacCCKa3bl O 6/1M3KUX - BCE 3TO HaKaMn/IMBaeTcA B CETU.

MHorvMe noApoCTKU NErkKOMbIC/IEHHO OTHOCATCA K MybauMKaumMmM nM4yHoW MHPopmauumn B
NHTepHeTe, HEe MOHMMasa BO3MOMHbIX NOCNAeACTBMIA. Tbl AaKe He CMOXellb A0raAaTbCa O TOM,
yto poTtorpadua, pasmelleHHas 5 net Ha3ag, cTana NPUUYNHON OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBonx potorpaduin u gpyrme AencTBUA MOIyT HE UCHE3HYTb
Aaxe nocne Toro, Kak Tbl UX yAanulb. Tbl He 3Haelb, KTO COXPaHWUA 3Ty MHPOpMaumio, nonana
M OHa B MOMCKOBbIE CUCTEMbI M COXPaAHMAACb /I OHA, a /laBHOE: 4YTO noaymatT o Tebe
OKpYy)Katolme Noan, KoTopble HakayT U yBUAAT 3T0. HalnTM MHPopmMaLumio MHOro et cnycTa
CMOXKeT Ntoboi - Kak M3 fobpbix NOGYXKAEHUN, TaK U C HAMEPEHUEM MPUYMHUTL Bpes,. ITo
MOeT 6bITb KTO YroAHO.

OCHOBHble coBEeTbI MO 3alnTe LMPpPOBON penyTaumu:

1. NMoaymali, npexkge 4Yem 4YTto-TO Ny6/IMKOBATb M nepegaBatb y ceba B 6nore uam B
COUMANbHOM CeTH;

2. B HacTpoiKax npoduns ycTaHOBM OrpaHUYEHUss HAa NPOCMOTP TBoero npoduns u ero
COMlEPKMMOrOo, caenamn ero Tonbko "ana apysen”;

3. He pasmelait n He yKasbiBalh MHPOPMALMIO, KOTOPAA MOXKET Koro-nnmbo ockopbnsatb



UnAn obumKaTb.
ABTOpCKOE nNpaBo

CoBpemeHHbIe WKO/IbHUKK - aKTUBHbIE NOAb30BaTeNM UNdPOBOro npocTpaHcTea. OaHakKo
[aNIeKo He BCe 3HAT, YTO NOJ/Ib30BaHNE MHOTMMM BO3MOMKHOCTAMM LMPOBOro mupa Tpebyet
cobntoeHnn NpaB Ha MHTENIeKTYaIbHYO COBCTBEHHOCTD.

TepMUH "WHTennekTyanbHaa COOCTBEHHOCTb" OTHOCUMTCA K Pa3/IMYHbIM TBOPEHUAM
Ye/sI0BEYECKOro yma, HauyMHan ¢ HOBbIX M306peTeHnt 1 3HaKkoB, 0603HaYatoLMX COBCTBEHHOCTb
Ha MPOAYKTbI W YCAYrW, M 3aKaHYMBAA KHUramu, d¢otorpadmamm, KuMHOOUIbMAMKU W
MY3blKa/IbHbIMU NPOU3BEAEHUAMM.

ABTOpPCKME NpaBa - 3TO NpaBa Ha WUHTENNEKTya/lbHY0 COHBCTBEHHOCTb Ha NMPOU3BEAEHUA
HayKK, MTepaTypbl U UCKycCTBAa. ABTOPCKME MpaBa BbICTYNAOT B KaYecTBe rapaHTUu TOro, YTo
WNHTENNEKTYabHbIA/TBOPYECKUI Tpya, aBTOopa He ByaeT HanpacHbIM, AacT eMy cnpasegnBeble
BO3MOXHOCTM 3apaboTaTbh Ha pe3ynbTaTax CBOEro TPyAa, NONAYYMTb U3BECTHOCTb U NPU3HAHME.
Hukto 6e3 paspeweHus aBTOpa He MOMXKeT BOCNPOM3BOAWUTL €ro npou3BeaeHue,
pacnpocTpaHATb, Ny6AUYHO A4EMOHCTPUPOBATL, MPOAABaTb, MMMNOPTUPOBATb, NyCKaTb B MPOKaT,
ny6AMYHO MCNONHATL, MOKa3blBaTb/MCNONHATL B 3dMpe Man pasmeltatb B MHTepHeTe.

Mcnonb3oBaHMe "MupaTckoro” nporpaMmHOro obecnedyeHmns MosKeT NPUBECTU K MHOTMM
PUCKaM: OT NOTepM AaHHbIX K TBOMM aKKayHTam A0 6/0KMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOB/IEHa He/flerasbHasa NporpaMma. He CTOMT TaKkxKe 3abbiBaTb, YTO CYLLECTBYHOT NI€rasibHble
n 6ecnnaTHble NPOrPaMmmbl, KOTOPbIE MOXHO HalTK B CETH.

O noprtane

CeTeBMYOK.pp - TBOW TrNaBHbIA COBETYMK B CeTU. 34ecb Tbl MOXeWb Y3HAaTb O
6€30MacHOCTN B CETM MOHATHLIM U AOCTYMHbIM A3bIKOM, @ MPU BO3HUKHOBEHUU KPUTUYECKOM
cuTyaumm obpaTuTbCca 3a COBETOM. A TaKXKe NPUHATb yyacTMe B KOHKypCax M CTaTb CaMbIM
uMdpoBbIM rparkgaHMHom!

Mpunoxenne N 3
NAMATKA ANA POAUTENEN O6 UHOOPMALIMOHHOM BE3ONACHOCTU AETEN

OnpegeneHne TepmuHa "nHbopmauumoHHana 6esonacHocTb AeTei" coaepKuTca B
depepanbHom 3akoHe N 436-93 "O 3awmTe aeteit oT MHGOPMaUUM, NPUUNHAIOLWEN Bpea UX
3[0pOBbI0 U PaA3BUTUIO", PEryAMPYIOWMM OTHOLWUEHMA, CBA3aHHble C 3alMTON AeTeirt oT
MHPOPMaLMKM, MPUUUHAIOWEN Bpes WUX 340p0OBblo U (Mau) passuTuto. CornacHo AaHHOMY
3aKOoHy "WHdopmauMoHHas 6e3onacHoOCTb AeTel" - 3TO COCTOAHME 3alUMLLEHHOCTM, NpU
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIMA C NPUYNHEHNEM MHPOPMaLMen Bpeaa UX 340POBbIO U
(nnun) dpmsnyeckomy, NCUXMYECKOMY, YXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny depepanbHoro 3akoHa N 436-93 nHpopmaymen, NpuUUnHAKOLLEN Bpes 340P0BbIO U
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(nnn) passuTuio aeten, asnaeTca:
1. tHpopmaumsa, 3anpeLLeHHan ANA PacnpoCcTpaHeEHMA cpeau AeTen;

2. nHdopmauma, pacnpocTpaHeHMe KOTOPOM OrpaHMyeHo cpeau AeTer onpenefieHHbIX
BO3PACTHbIX KaTeropui.

3. K uHdopmaumm, 3anpelLteHHon gna pacnpocTpaHeHus cpean AeTen, OTHOCUTCA:

4. nHdopmauus, nobyxkaawwas AeTeld K COBEPLUEHUIO AENCTBMIA, NpeacTaBAArLWMX
YFPO3y MX KU3HWM W (MAK) 3[00pOBbIO, B T.4. MPUYMHEHWUIO Bpeda CBOEMYy 340POBbO,
camoybuincrsy;

5. cnocobHoCTb BbI3BATb Yy AETel XKenaHue ynoTpebuTb HapKOTMYECKUe cpeacTsa,
NCUXOTPOMNHbIE U (MNM) oAypMaHMBaOWME BellecTBa, TabauHble M3AENUA, aIKOTONbHYIO U
CNMpTOCOAEPIKalLyt0 NPOAYKLMIO, MUBO M HAaNWUTKK, U3roTaBAMBaEeMble Ha €ro OCHOBE; NPUHATL
yyacTMe B  a3apTHbIX WUrpax, 3aHMMaTbCA NPOCTUTYUMEN, OpPoAAKHUYECTBOM  UAU
NonpoLwanHUYEeCTBOM;

6. 060CHOBbIBalOLWAA UM ONpPaBAbIBalOLLAA AONYCTUMOCTb HAaCUAUA U (MNK) KECTOKOCTH
B0 NobyKaawwas ocyLecTBAATb HACUNbCTBEHHbIE AENCTBMS MO OTHOLWIEHMIO K /I04aAM U
YKMBOTHbIM;

7. oTpuuatoLasa cemeliHblie LEHHOCTU N GopMUPYIOLLAA HEYBAXKEHME K poauTensam u (unm)
APYTUM Y/1IeHaM CeMbMU;

8. onpasablBatoLWasn NPOTUBONPABHOE NOBEAEHUE;
9. coaeprKallan HeueH3ypHyH bpaHb;
10. copeprKalan MHGopmaL Mo NopHorpadpUYecKoro xapakrepa.

K MHbopmaumn, pacnpocTpaHeHne KOTOPOM OrpaHMYeHo cpeau AeTeir onpeseneHHoro
BO3pacTa, OTHOCUTCA:

1. uHpopmauma, npeacraBasemass B BUAE M30OParKEHUA UM OMUCAHUA MKECTOKOCTU,
duM3MYecKoro u (MaM) NCUXUYECKOro HACKMAMA, NPECTYNIEHUA UM MHOTO aHTMOBOLWECTBEHHOIO
nencTeuns;

2. Bbi3blBalOWAA Y AeTel CTpax, Y)Kac MAM NaHWKY, B T.4. NpeacTaBnAemas B BuAe
n30bpaxkeHna WAN  OMUCAHMA B  YHUXKAOWEN YenoBeyecKoe [OCTOMHCTBO  dopme
HEeHACUNbCTBEHHOM cMepTH, 3aboneBaHus, camoybuiicTBa, HECYaCTHOro c/ay4vas, aBapuu Uau
Katactpodbl 1 (MnK) UX nocneacTeuiA;

3. npeactaBnsemas B BUAEe M306paxKeHUA UM OMUCAHWUA MOJIOBbIX OTHOLUEHUIA MEXAY
MYKUMHOM U XKEHLMHOW;

4. copeprKalan bpaHHble CN0Ba U BblpaXKeHWUs, HE OTHOCALLMECA K HELLEH3YPHOW BpaHu.

C yyetom 3T0ro Bam npepnaratotca npasuna pabotbl B ceTu MHTepHeET ANA pas/InyHbIX
BO3PACTHbIX KaTeropui, cobnogeHne KOTOpbIX MO3BOAUT obecnedyntb WHPOPMALMOHHYIO
be3onacHOCTb BalluX AeTen.



O6wwue npasuna ana poagurtenen

1. HesaBucumo OT Bo3pacTa pebeHKa WCNosb3yhTe nporpammHoe obecnedyeHue,
nomoratouiee GUIbLTPOBATb U KOHTPONPOBATb MHOOPMALMIO, HO HE MoaraMTecb NOSIHOCTbIO
Ha Hero. Bawe BHMMaHWe K pebeHKy - rNaBHbI METOA, 3aLUTbl.

2. Ecnm Baw pebeHOK MMeeT aKKayHT Ha 04HOM M3 couManbHbIX cepBucos (Livelournal,
blogs.mail.ru, vkontakte.ru v T1.n.), BHUMaTeNIbHO M3y4YnTE, KaKylo MHPOPMaALMIO NMOMELLAIOT Ero
YYaCTHUKM B cBOUX Npodunsax n 6aorax, Bkaovasa ¢otorpadpum n Buaeo.

3. MpoBepbTe, C KAKUMU APYIMMUM CaiTaMK CBA3AH COLMabHbIN cepBuc Bawero pebeHka.
CTpaHuuyKkM Bawero pebeHka moryT 6biTb 6€30NacHbIMKM, HO MOTYT U COLEP)KaTb CCbIIKM Ha
HekenaTeNbHble M OMacHble CanTbl (Hanpumep, MOPHOCAWT, WAM CalT, Ha KOTOPOM Apyr
ynomMMHaeT Homep coToBoro TesiedpoHa Bawero pebeHKa nav Baw gomaluHuii agpec)

4. MNoolwpAainTe Bawmnx geter coobuatb 060 BCem CTPaHHOM WA OTTaZIKUBAKOLLIEM U He
CVILLKOM OCTPO pearvpyinTte, Koraa OHW 3TO AenatoT (M3-3a onaceHus noTepATb AOCTyn K
NHTepHeTy AeTU He roBOPAT poauTensm o npobnemax, a TakKKe MOryT HayaTb MCNO/b30BaTb
NHTepHET BHE A0Ma U LIKO/bI).

5. byabTe B Kypce ceTeBOWM »KM3HWM Bawero pebeHKa. MHTepecyiTech, KTO MX Apy3ba B
MHTEpHET TaK }Ke, Kak MHTepecyeTecb peasbHbIMU A4PY3bAMM.

Bo3pacrt ot 7 go 8 ner

B UHTepHeTe pebeHOK CTapaeTca MOCeTUTb Te UM WHble CalTbl, @ BO3MOMHO W YaTbl,
paspelleHne Ha MOCELLEHNE KOTOPbIX OH He Noayuynn 6bl oT poauTeneit. MosTomy poamTensm
0CObeHHO nonesHbl bByayT Te OTYeTbl, KOTOpble MPeAOoCTaBAATCA MporpaMmamu no
OrPaHUYEHUIO MCMNONb30BaHUA WMHTepHeTa, T.e. POAUTENbCKUA KOHTPOAb WAW TO, 4YTO Bbl
CMOXeTe yBUAETb BO BpeMeHHbIx dainax. B pesynbrate, y pebeHka He ByaeT OlyLLeHUs, YTO
33 HUM BeleTCA NOCTOAHHbIA KOHTPOJIb, O4HAKO, poaAuTenn byayT no-npeskHemy 3HaTb, Kakue
CalTbl nocewaet ux pebeHoK. [letTm B AaHHOM Bo3pacTe 061a4at0T CUIbHBIM YYBCTBOM CEMbM,
OHW [0BEpPYMBbLI M HE COMHEBAlOTCA B aBTopuTeTax. OHM NOBAT Urpatb B CETEBble UrPbl U
nyTewecTsoBaTb N0 MHTEPHETY, UCMOb3YA 3/1EKTPOHHYIO NOYTY, 3aX04AWUTb Ha CaliTbl U YaTbl, He
PEKOMEHA0BaHHbIE POAUTENAMM.

CoseTbl No 6e3onacHOCT B ceT MHTepHeT ana aeten 7 - 8 net

1. Co3paiTe CNMCOK AOMALUHUX MPaBWUA NoOcCeleHns MHTepHeTa Npu yy4acTun peten u
TpebyiiTe ero BbINOSHEHUA.

2. Tpebyiite oT Bawero pebeHKka cobNOAEHUA BPEMEHHbIX HOPM HAXOXAEeHMA 3a
KomnbtoTepom. lNokaxkute pebeHKy, 4yTo Bbl Habnwpaete 3a HMUM He NOTomy 4TO Bam 3To
xo4eTcA, a noTomy 4To Bbl HecnokomTecb 0 ero 6€30nNacHOCTM 1 BCeraa rotoBbl eMy MOMOYb.

3. KomnbloTep ¢ noagKkAto4YeHUem K HTepHeTY A01KeH HaxoAnTbCA B 0bLelt KomHaTe nog,
NPMCMOTPOM poguTenen.

4. Ucnonb3yinTe cneumanbHblie 4eTCKME MOUCKOBbIE MaLLMWHbI.

5. UcnonbayiiTe cpeactsa 61OKMPOBAHNA HEXKENATENIBHOTO KOHTEHTA KaK A40NONHEHME K



CTaHAAPTHOMY PoauMTENbCKOMY KOHTPOIO.

6. Co3paiiTe CemMelHbI 3/1EeKTPOHHbIA AWMK, 4YTOBbl He MO3BOMUTL AETAM WMMETb
cobcTBeHHbIe aapeca.

7. Bnokmpyinte goctyn K catam c 6ecnnaTHbIMM NOYTOBLIMU AWMKAMWU C MOMOLLbIO
COOTBETCTBYIOLLEFO NPOrPaMMHOro obecneyeHums.

8. [lMpuyunte peten coBeToBaThcA € Bamum nepeg onybankoBaHMeEM Kakom-1nbo
MHbOpMaLMK cpeacTBaMM 3/TIEKTPOHHOM NOYTbI, YaTOB, PErucTPaLMOHHbIX GopMm M Nnpodune.

9. Hayuute getei He 3arpy»katb $alifibl, NPOrpammbl UAM My3blKy 6e3 Ballero cornacus.
10. He paspelualite eTAM UCNO/Ib30BaTb CAY*KObl MTHOBEHHOIO 06MeHa coobLeHMAMM.

11. B "6enbIn" cnnucok camtoB, pa3peLlleHHbIX AAA NOCELWEHMNA, BHOCUTE TOJIbKO CalTbl C
Xopoullen penytauunen.

12. He 3abbiBatTe 6ecepoBatbh € AeTbMK 06 UX Apy3bax B MHTepHeTe, Kak ecin 6bl peyb
LIS1a O APY3bAX B PEasIbHOM KU3HMU.

13. He penaiite "Taby" M3 BONPOCOB NONOBOM KU3HU, TaK Kak B MHTepHeTe 4eTu moryT
JIEFKO HATKHYTbCA Ha NOpHorpaduio Uam caiTobl "ana B3pocabix”.

14. NpuyumnTe Bawero pebeHKa coobLaTb Bam O /It06bIX Yrpo3ax Uau TpeBorax, CBA3aHHbIX
¢ MHTepHeToM. OcTaBaTeCb CMOKOMHBIMUW U HAMOMHUTE AETAM, YTO OHW B 6€30MacHOCTH, ecn
CaMW paccKasasv Bam O CBOWMX TpeBorax. [loxBanute Mx M MocoBeTylTe NOAOUTU elle pas B
nogo6HbIX CAy4YasX.

Bo3pacr geteit ot 9 go 12 ner

B paHHOM Bo3pacTe AT, KaK MPaBWU/IO, Y¥Ke HacCAblWaHbl O TOM, Kakaa MHpopmaums
cywectsyeT B MHTepHeTe. CoBEPLIEHHO HOPMANbHO, YTO OHM XOTAT 3TO YBWMAETb, NPOYECTb,
ycabiwatb. Mpy 3TOM HYMKHO MOMHUTb, YTO AOCTYM K HE)KesaTesibHbIM MaTepuasiam MOXKHO
Nnerko 3a610KkMpoBaTb NPU NOMOLLM CpeacTB PoanTenbCKOro KOHTPOAA.

CoseTbl No 6e3onacHocTn ana aeten ot 9 Ao 12 net

1. Co3pgaliTe CNMCOK AOMALUHMX MPaBUA MnocelleHna MHTepHeT npu yd4acTum aeten u
TpebyiTe ero BbINO/HEHMA.

2. Tpebyiite oT Bawero pebeHKa coba0a4eHNA HOPM HAaXOXAEHMA 32 KOMMbIOTEPOM.

3. Habnwopgante 3a pebeHKom npu paboTe 3a KOMMNbIOTEPOM, MOKaXKuTe emy, 4To Bbl
6ecnokonTecb 0 ero 6€30NacHOCTM 1 BCerga rotoBbl OKa3aTb emMy NMOMOLLb.

4. KomnbloTep ¢ nogkaoyeHnem B MHTEPHET A0/IKEH HAX0AUTbCS B OOLLEN KOMHATE Nog,
NPMCMOTPOM poguTenen.

5. UcnonbayiiTe cpeactsa 6NOKMPOBAHNA HEXKENATENBHOTO KOHTEHTA KaK A0NONHEHUE K
CTaHAAPTHOMY PoauTENbCKOMY KOHTPOIO.

6. He 3abbiBaliTe NpUHMMaTb HENOCPEACTBEHHOE y4acTUe B XKU3HU pebeHKa, becenoBaTtb



c AeTbMK 06 ux Apy3bsax B UHTepHeTe.

7. HactauBalite, 4Tobbl 4€TM HUKOTAQ HE COFNALaNNCh Ha INYHbIE BCTPEYM C APY3bAMM NO
UHTepHeTy.

8. Mo3BosAlTE AETAM 3aX0AMTb TOJIbKO Ha caliTbl U3 "b6enoro" cnucka, KOTopbIN co3ganTe
BMECTE C HUMMU.

9. MpuyunuTe [eTel HUKOrga He BblAABaTb JIMYHYO WMHPOPMaUMIO CpeacTBaMu
3NEKTPOHHOM NOYTbl, YaTOB, CUCTEM MIHOBEHHOIO OH6MEHa COOBLLEHUAMM, PErncTPaLMOHHbIX
bopm, NMYHBIX NpoduUNen U NPU perncTpaLmm Ha KOHKypcbl B IHTepHeTe.

10. MpwuyunTe geTen He 3arpyKaTtb nporpammbl 6e3 Bawero paspeweHunsa. O6baAcHUTE UM,
YTO OHM MOTYT C/AYY4aMHO 3arpysuTb BUPYCbl WUAM APYrOe HeXKenate/lbHoe NporpammHoe
obecneyeHue.

11. CospainTte Bawemy pebeHKy OrpaHWYEHHYI YYeTHyl 3anucb Ans paboTtbl Ha
KOMNblOTEpE.

12. NpuyumTe Bawero pebeHKa coobLaTh Bam 0 /It06bIX Yyrpo3ax Uan TpeBorax, CBA3aHHbIX
c UHTepHeTOM. HanomHuTe AeTam, YTO OHM B 6€30MacHOCTM, ec/iM caMu paccKkasann Bam O
CBOMX TPEBOrax U onaceHusx.

13. PaccKaxuTe getam o nopHorpadum B MHTepHeTe.

14. HactamBaiiTe Ha TOom, YTO6bI ATV NPEeAOCTaBAANIM BaM AOCTYyN K CBOEW 3N1EKTPOHHOM
noyre, 4To6bI Bbl YOEAUIUCH, YTO OHM HE 06LAKTCA C HE3HAKOMLAMM.

15. O6bacHUTe p[eTamM, 4TO Henlb3As  MCNO/Ab30BaTb CeTb  ANA  XYJIUFAHCTBA,
pacnpocTpaHeHna cnaeTeH Uam yrpos.

Bo3pacr gerteit ot 13 go 17 ner

B aTom BO3pacTe MOAPOCTKM AKTUBHO MCMNO/Mb3YIOT MOWMCKOBbIE MaLUMHbI, MONb3YHOTCA
3JIEKTPOHHOM NOYTON, CAyKOamM MIHOBEHHOrO 0bMeHa COODBLLEHUAMMN, CKAYMBAIOT MY3bIKY U
¢éunbmbl. Manbunkam B 3TOM Bo3pacTe 6osblie MO HpPaBYy CMeTaTb BCE OrpPaHWYeHUA, OHU
KaxKayT rpyboro omopa, asapTHbIX UrP, KapTUHOK "andA B3pocabix”. [1eBOYKN NpeanoymTatoT
obwartbcA B 4YaTax, NpuM 3STOM OHWM ropa3no 6onee 4YyBCTBUTENbHbI K CEKCYa/ibHbIM
AomoraTtenbcTBam B MHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe POAMUTENSIM YXKe BECbMa C/NOXKHO KOHTPO/IMPOBATb CBOWX
OETelN, Tak Kak 06 MHTepHeTe OHM yxKe 3HAlOT 3HaYMTeNIbHO 6o/blle CBOUX poauTenein. Tem He
MeHee, He OTnyckamte getel B "cBoboaHoe nnasBaHue" no UHTepHety. CTapaliTecb aKTUBHO
y4yacTBOBaTb B 06LEHNN pebeHKa B MHTepHeTe.

BakHO no-npexHemy cTporo cobatoaaTtb npasuaa MHTepHeT-6€30NacHOCTM - cornalleHne
MeXay poauTensamu n aetbmu. Kpome T0ro, He06X04MMO KaK MOKHO Yalle NMpoCMaTpuBaTb
OTYeTbl 0 AeATeNbHOCTM aeTel B UHTepHeTe. ChesyeT 06patuTb BHUMAHME Ha HeobxoaumocTb
COOEP)KaHUA POAUTENBbCKUX Naposei (naponen aAMUHUCTPATOPOB) B CTPOTOM CEKpeTe U
06paTUTb BHUMAHME Ha CTPOroCTb 3TUX NApPOSEN.

CoBeTbl N0 6e3onacHOCTM B 3TOM Bo3pacTte oT 13 go 17 net



1. Co3pgaitTe CNMCOK AOMALLHMX NPaBUA noceleHns MHTepHeTa Npu y4acTMm NOAPOCTKOB
n Tpebyite 6e3ycnoBHOro ero BbiNoaHeHUsa. Obrosopute ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX
cantoB ("yepHbli cnucok"), 4acbl paboTbl B MHTEpHETe, PYKOBOACTBO NO OOWEHUIO B
NHTepHeTe (B TOM YMcne B YaTax).

2. KOMI'IbI-OTep C NOAKNKOYEHNEM K CETU MHTepHeT AO0/1KEH HAX0AUTLCA B o6u.|,e171 KOMHaTe.

3. He 3abbiBaitTe becenoBaTtb C AeTbMKU 06 UX Apy3bsax B MHTEpHETe, O TOM, YeM OHM
3aHATbI TakMM o0bpasom, ByATO peub UOET O APY3bAX B peanbHOM Ku3HW. CnpawmsanTte o
MoaAx, € KOTOpbiMM  AeTu  obwatoTca  MNoCpeacTBOM  CAyKO — MrHoBeHHOro obmeHa
coobLeHNAMM, 4TobbI ybeanTbCa, YTO 3TN I0AM UM 3HAKOMbI.

4. Ucnonb3ynte cpenctsa 6NOKMPOBAHNA HEXEeNaTeNbHOrO KOHTEHTA KaK AOMNOJIHEHUE K
CTaHAAPTHOMY PoauTeNbCKOMY KOHTPOHO.

5. HeobxogMmo 3HaTb, KakKMmMM 4YaTamu nonb3ytotcA Bawwm pgetn. MoowpaiTe
NCNoab30BaHWE MOAEPUPYEMBIX YAaTOB M HacTamBalTe, YTobbl AeTM He 06Wanmncb B NPUBATHOM
pexnme.

6. HactananTte Ha Tom, YTO6bI AETM HUKOTA4A HE BCTPEYAIUCh JIMYHO C APY3bAMU U3 CETU
UHTepHerT.

7. Npuyunte aeteit He BblAaBaTb CBOI IMUYHYIO MHPOPMALMIO CPEACTBAMMU 3NEKTPOHHOM
NoYTbl, YaTOB, CUCTEM MIHOBEHHOTO OBMEHa COOBLLEHMAMM, PErUCTPALLUOHHBIX GOPM, IUYHDBIX
npodunei n Npu perncTpaummn Ha KOHKypcol B IHTEpHeTe.

8. Mpuyunte peteir He 3arpyKaTb Nporpammbl 6e3 Bawero paspewweHma. O6BbACHUTE UM,
YTO OHM MOTYT C/Ay4aMHO 3arpysuTb BUPYCbl WUAM APYFrOEe HEeXKenaTe/libHOe NporpammHoe
obecneyeHue.

9. MpuyunTe Bawero pebeHka coobwaTb Bam 0 Nt06bIX Yyrpo3ax UAN TpeBorax, CBA3aHHbIX
¢ MHTepHeTOM. HanomHuTe AeTAM, YTO OHM B HE30MacHOCTU, eCcn CaMK PaccKasanu Bam, O
CBOMX yrposax unm tpesorax. [oxBasuMTe MX U NOCOBETyWTE NOAOWTU elle pa3 B NOoA06HbIX
cnyvasnx.

10. Pacckaxute getam o nopHorpachM B UHTepHeTe. [Tomorute nm 3aWmMTUTLHCA OT CNama.
HayuuTe noapoCTKOB He BblgaBaTb B MIHTepHeTe CBOEro peasibHOro 3/1eKTPOHHOro agapeca, He
OTBEYaTb Ha HeXXenaTeJ/ibHble NUCbMa U NCNOJ1Ib30BaATb CNneLlnasibHble NOYTOBbIE (I)VI.I'IprbI.

11. MpuyumTe ceba 3HAKOMUTLCA C CAUTaMM, KOTOPbIE MOCELLAIOT NOAPOCTKMU.

12. HayuuTe geten yBaxaTb APYrMX B MHTepHeTe. YoeauTech, YTO OHM 3HAOT O TOM, YTO
npaBuaa XxopoLlero NnoBeAeHUA AeUCTBYIOT Be3ae - AaXKe B BUPTYa/lbHOM MUpe.

13. O6bAcHMTE p[eTam, 4TO HM B KOEM C/yyae Henb3a ucnonb3oBaTb CeTb AN
XYNUFaHCTBA, PACNPOCTPAHEHMA CIETEH AU YTPO3 APYIUM NOAAM.

14. ObcyguTe ¢ nogpocTkamu Npobaembl CETEBLIX a3aPTHbLIX UIP U UX BO3MOXKHbI PUCK.
HanomHwuTe, 4TO AETN HE MOTYT UrPaTb B 3TU UTPbl COTTACHO 3aKOHY.

MOCTOAHHO KOHTPOAMPYHTE UCNOSb30BaHWe WHTepHeTa Bawwmm pebeHkom! ITo He
HapyleHMe ero NMYHOro MPOCTPAHCTBA, @ Mepa MPeAoCTOPOXKHOCTM U nposBaeHue Bawen
pPOAMUTENbCKOM OTBETCTBEHHOCTU U 3a60TbI.






